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Username: Default
Password: Default
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" Network Security

— Concepts & design ——
_l Consideration 1_

Meeting the C.ILA Dividing your network into separate Assessing Risk
of security security zones

3

External Network Zone

|._

onfidentiality
Only authorized users

should be able to access
specific systems or data

Only authorized users e | o
should have ability to use Exploits -
or modify systems or data

Unconfirmed Router Internet
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vailability

Leads to

<.|I'|||-||

Authorized users should
always have access to their
systems or data

Web Server
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Segmentation

Virtual LANS w Vlan
N Intervlan

« On-Sticky
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Port scan

s e)%ej‘ °
) asagd) o

Security
Attacker Target Administrator Target

B Port scanning
# Internet 65.535 port

= Port scanning

Internet 65.535 port
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Nmap -]
Scan Tools Profile Help
Target: v Profile: v Scm
Command:

wm Nmap Output  Ports / Hosts  Topology Host Detalls  Scans

os Host hd

¥ § Detals

i Test single hosts,
e gt raNge Of IP's oF list
i of targets

s,

Scanning output
screen

Scan Tools Profile Help

Target 19216819 ¥ Profile: v | iSean [Cance

Command nmap 35 192.168.1.9

FEGIET Servces  NmapOwtpt Ports /Hosts Topology HostDetals Scans
map -55 192.168.1.9 v 1 Detals

PORT STATE
21 /tcp open
23 /tcp  open
25 /tcp  open
79 /tcp open
98 /tcp open
111 /tcp open
113 /tcp open
S13 /tcp open
514 /tcp open
515 /tcp open

os Host v

SERVICE

Nmap done: 1 IP address (1 host up) scanned In
166.65 seconds
I
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Network Sniffer by Security Admin

= Load Analysis
m Traffic Type

= Encryption Algorithm




Sniffing Tools
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TcpDUMP

: TPDUMP - TCPDUMP :

07:00:48.036746 ping.net > myhost.com: icmp: echo request (DF)
07:00:48.036776 myhost.com > ping.net: icmp: echo reply (DF)
07:02:12.622460 log.net.3155 > syslog.com .514: udp 101

IP destination address 07:03:01.132414 send.net.32938 > mail.com.25: S 246631 : 246631 (D) win
6760

TCP Protocol

Packet
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Wireshark
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Network Scanning
& Segmentation

sl )RYE Network Scanning

D

Identifying open TCP/UDP ports on a system.

Definition

The process
of

nin and monitor

Seliiieiis ort scanner toal
tools [qacanttoacey

UDP, ICMP)

er and sniffer
identify TCP/UDP traffic

rity adimir ad v
port scanning activity on the network.

Countermeasures More protection can be provid
through VLAN

& system becom: ent
onnecting to critical networks and stop m
to a large number of hosts through VL










Firewalls

Firewall




Firewall ¢ 5

 Host-based
* Network-based

External Demilitarized Internal
Network Zone(DMZ) Network

Firewall Firewall

Switch



eEarly Negation :High security level
» Negation using firewall :\
e Entered private net :Alert

External Demilitarized
Network Furewall

Switch

.,))

Internet

Security
- level



Firewall Filtering Techniques  5_alill 4lac

* Packet filtering
» Stateful inspection
* Proxy firewall



Packet filtering

S
N
0=
Internet Access control list (ACL)
i Allowed NOT Allowed
F'rewall , .......................................... 0000000000000000N0N0AA0000000000000005 l
PROTCOLS
PORT NUMBERS

IP ADDRESSES

e R TTT I LT IT I PRITRR



Talret port 23

(e g g e @l o) 1 gand)
o) AlSTe Lgad CilS 10 adl

"s - - - - MK
=l Lﬂ‘ ).:.;‘ 9 alliia CJ.):.;: 4adly
Internet

Firewall

Access control list (ACL)
Allowed NOTAllowed ;

..........................................................

Talnet port23 |



Stateful inspection

_—
=

Internet - 4
=% Switch
L

Firewall

State table
SrclP SPort DesiP DPort L4 Flags SEQ# ACK# 1



Return pachet Request packet

SeciP MY | (s SPortYl TCPFags SEON2 SO s SPort Y1 TOP Fags SEOMY

1 TCP SYNeACK ' P SYN
Desti® O DPort? X1 ACK N DestiP M1 DPort) X1 ALK~
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Proxy firewall

Network address translation

-
iV
Internet

Switch

Firewall



Configuring Firewall Rules

Firewall

@ C

Router

Switch

Access control list(ACL)

Permit or deny Prot Src. IP Address Src. P Dst. IP Address Dst. P



Example

Access control list(ACL)

Permit or deny Prot Src. IP Address Src. P Dst. IP Address Dst. P

permit TCP 163.121.25.10 2050 w3202 8G,



Bypassing Firewall

. Applications
peer-to-peer software

@ snonst




{ BitTorrent port6881 | 2
L 8 : 5 |

Access control list (ACL)
| NOT Allowed

Access control list (ACL)

Allowed | NOT Allowed - hasS.
e m-'“w"','":""f—“——_——_""ﬁ'_% Web port B0 | BitTorrent port 6881 z
Web port B0 | BitTorrent port 6881 | i 7

i ;

T S

Allowed

e




Restrictive xusill

Irternet Service Provaer

Firewall

......

.)))

Internet



C A. Firewall Types j Ko e ( B. Firewall Attacks Detection )

[ @sies)
; ([ Roeoss '4

all"”'
»

peer-to-peer software

USB Modems @
Modem risk system
connection sP systems
Corrwe ted 5P rot protected
frewalls

Attackers strike

Internet

Web Server

C. Firewall Filtering Technologies )













ACL

 Standard
 Extended



standard

IP source alaaiuly lagd e
 Access-list (23,1 ) (permit/deny) (O)s=l)



Extended

* Access-list (221 ) (permit/deny) (JsSsi) (source Ip)
(dist. Ip)

* Ipaccess-group (A24) < 7 ou
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Intrusion Detection and Prevention Systems -



INTRUSION DETECTION SYSTEMS(IDS)

Firewall

Internet

Router Switch
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Attacks
|

Sandes Switch Receiver

Internet  gperating System
fingerprintin
Attacker it Target

Port 79 OPEN




INTRUSION PREVENTION SYSTEM(IPS)

Firewall

=
Internet

Router
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A

ALERT

Positive Negative

True Positive False Positive True Negative False Negative

True Alert False Alert NO Alert NO Alert
Actual Attack NO Attack NO Attack Actual Attack 5

Iy ) 5l






IDS&IPS Monitoring Methods 4 s« b
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Monitoring Methods ! Y )U
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Signature
Based Detection

Signature Based Traffiic nature J



Signature based detection

= Signature Based Detection

Firewall

ﬁ
i o

) G
-

s ¢

6 =

Pgrt number 3 Signature Based : Traffic Flow

A IP address Demal(gfss)ervice

Protocol 7 Strings 3
Expression string




Anomaly detection

= Anomaly Detection Company network 9 AMto 5 PM

Firewall Firewall

- |
EE—r=—r

--. y
. | T
— T D S --'
? | 3= ‘
| \
Internet | f
1 ']

Router
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Internet

Firewl



: Check the input '
i andthe i
. output of the
o firewall

.........

Firewall

Intrusion Detection probe




Wireless Security Standards

>
point P

Decryption’ | THISIS THEDATA

® y



(SLOU el Y S gyl gl o
WEP A

WPA1 B

WPA2 .C



? Key: 104 it STATIC KEY sl PLAIN

P

B WPA 1 (wi-fi protected access)

awncamnm 1
T Key: PSK (PRE- SHARED KEY)

o oy |

B WPA 20411 protctedaccesd) l

EWBMW

Y Key: PSK (PRE- SHARED KEY)




Wireless Threats and Attacks

* Sniffing WPA2/ encryption

* Spoofing 43sladll
* Daniel of service DOS

M Eavesdropping (Sniffing)

IDS

Security
Administrator



Wireless Design 4:sledl) 4S54 aranss
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"""""""""""""""""""""""""""""" : il JAla 4, g8 dukasil) -
AP (access point) 4les -2
SSID lia) o

B Wireless signal oAl A jals gl Jae e
S S G Jeadll -3
firewall plasiul o

B Separates between wireless . o B
[ i BL“ g sl °
and wired connection S ¢ jall Liadia (43 g o

B Access Point Security



B Access Point Security

= SSID
Internet Router A (r’..
pont
Password
1-(SSID)service set identifier: Hidden
2- Access point filtering
Permit or Src. Mac Dst. Mac

deny Address Src. IP Address Sec. P address

Dst. IP Address | Dst.P

B Separates between wireless
and wired connection

e A

Mainframe  Mini computer




Social BRUTE FORCE

engineering attacks

e

e

Distributed
Denial

of service (DDOS)






