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Penetration Testing Techniques
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eb Application Penetration Testing

WEB APPLICATION PENETRATION

| Penetration Testing Process.
TESTING STEPS & METHODS

| Information Gathering & Vulnerability Assessment:

| Using NMAP. - Using ZAP. - Dirb.
| Using Nikto. - Using Nessus. - Dir Buster.
| Different Cyber-Attacks

Password Cracking

I

| Brute-Force

| File Inclusion Attacks (LFI/RFY)
| SQLi

| CSRF

I
I

XSS
Command Execution.

| Web Penetration Testing Tools:
| John the Ripper.

| Hashcat.

| SQLMAP.

| Burp-Suite.

| Metasploit.
| Wireshark.
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Professional Community Edition

> Web vulnerability scanner » Essential manual tools

-

» Advanced manual tools

-

» Essential manual tools




Burp-Suite Key Features
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Burp-Suite Key Features

Burps proxy is an intercepting proxy server that
operates as a man-in-the-middle between your
browser and the target web application.

Your Browser - The Web App
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Metasploit
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Components of Metasploit
Framework

Q 4. meterpreter
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Metasploit.

O 2. msfdb

O msfconsole

a O 3. msfvenom
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