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https://www.kali.org/docs/infroduction/what-is-

kali-linux/

https://www.kali.org/docs/installation/kali-linux-nard-disk-install/

https://www.kali.org/docs/virtualization/install-vmware-workstation-
player-kali-quest-vm/



https://www.kali.org/docs/introduction/what-is-kali-linux/
https://www.kali.org/docs/introduction/what-is-kali-linux/
https://www.kali.org/docs/installation/kali-linux-hard-disk-install/
https://www.kali.org/docs/virtualization/install-vmware-workstation-player-kali-guest-vm/
https://www.kali.org/docs/virtualization/install-vmware-workstation-player-kali-guest-vm/
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Anyone can learn cyber security
with TryHackMe

Hands-on cyber security training through real-world scenarios
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Embark on the journey of learning the fundamentals of Linux. Learn to run some of the first essential commands on an interactive terminal.
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Hacking Ethical Hacking

Ethical Hacker/
penetration tester
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Elements of Information Security

Confidentiality ‘
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|l Reconnaissance

“lesle ge23 Gather information about a target

Passive Reconnaissance

Active Reconnaissance
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Retain ownership of the system




=@ Clearing Tracks [EEENEENRT

= Hide malicious acts

= Avoid suspicion

® Unnoticed continuing access
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Clearing Tracks Reconnaissanc
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Hacking Phases

Gaining Access
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1 Reconnaissance
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1 Reconnaissance

s |dentify vulnerabilities
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| Reconnaissance

® Draw network Map




s Collect Network Information

Alercrarr

Nethloch Owne
v
dosstoan
Nomererver

N sddrens
ONS adn

1P addrens

Feverne DNS

IP delegation
IPvd address (207.2442.255)

Objectives of Reconnaissance
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1- HackThisSite

GO g?e N b e wto

Hack This Shet
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https://livethreatmap.radware.com/
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2- Archive.org

Google

Get sman

on privacy
Teach the Web

.l ' l https://archive.org/



3- netcraft site report
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) https://pipl.com/ o =

pipl
===

Search Over 3,249,152.,266 People

Wiath 1ihve worild's largest peoople soarch engine, Pipl is the place 1o fing the person
behind thwe emall address, social username or phone uember
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;zl,gji Google hacking

o gaill ‘___JLr_II

@ Govogle Operators: .

Google "physical security” site:sans.org filetype: /5| :

physical security pdf

levels of physical security

physical security standards

physical security manual pdf

corporate physical security strategy

physical security handbook pdf

physical security threats and vulnerabilities

advantages of physical security Rovoit bissaradele prsdiolions

Ry B Y R e e e R R TR T

People also ask

What does physical security mean?
What are the levels of physical security?
What are the primary threats to physical security?




@ | Google Operators:

GOOg'C intitle:"physical security” Q
b
All Images News Videos Books More Settings Tools

About 111,000 results (0.33 seconds)

Physical security is the protection of personnel,
hardware, software, networks and data from physical
actions and events that could cause serious loss or
damage to an enterprise, agency or institution. This
includes protection from fire, flood, natural disasters,
burglary, theft, vandalism and terrorism. Sep 21, 2016

What is physical security? - Definition from Whatls.com - archSecurity
https.//searchsecurity techtarget com/definiton/physical-security

‘ © Aboutthisresult W Feedback




GOOQ'G inurl:login site:vww.microsoft.com Q

All Images Videos Maps News More Settings Tools

About 201,000,000 results (0.29 seconds)

Login
hitps:/laccount.genndi.com/login ¥
Don't worry, we can send it again! An emall with a password reset link has just been sent to you! Email

address. Send my password 3. Copyright ©® Genndi 2019,

Portal Login - PerfectMind

https./flogin.perfectmind. com/socialsite/memberregistration/membersignin v

CRM Perfectmind is a suite of on-demand CRM and highly cost effective small Business Software
applications packaged with a comprehensive platform that .,
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200150208 ntitie "Login - Xfinity™ AND "Gatoway > Login Varsous Online Devices Hrain Reflow

20390205 « Doy ory ¥ ¥ 3 Reflow

207502085 nurl:"Mhermocfig™ AND "fhem . cfg -github Various Onlime Devices Branm Reflow

20190205 nttie “Scroeenty OSE mMext “Schedule Overview” AND "Active Assets” AND “Inoctive Assets Various Onkine Devices Bra Reflow
20790205 Ntext "Asvy tirme & Any where™ AND "Custorner Logn Varnous Onime Devices Bram Refliow
20190205 nttie "Dence! ™ AND mtext "Network Carmera”™ AND anguage” AND "Passwoed Varmnous Onbne Devices

203901-30 nttie GuertyService Web Sernce Varnous Onirme Devices Moagoed Santarenc
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webcam 7 <
! Eoielleis mo oy - hshpd 09206 05 240

webcam 7
Source &. JavaScript, Motion JPEG [Firefox], Flash JPEG Stream, Flash FLW Stream.
Live VWiew,. Live Stream. FPan, Tilkt & Zoom. powered by webcam 7 v1.5.3.0. =html ...

FTrAT73.146 <
P Al cie o s - RS 73126165
webcam 7
webcam 7. webcams and ip cameras senver for windows. HomeMulti
—dewsSmartphoneGalleryAdministration. Mot logged in. Source 1, Source 2, Source 3,

95.255.183 <
P Emielleimoes 5 - RThpdi35 255 183164
webcam 7
webcam 7. webcams and ip cameras senver for windows. HomehMulti
viewSmartphone GalleryAdministration. Mot logged in. Source 1, Source 2.

S 114,240 <
P oEsielleis oo om - RShesPS90114.240.169

Google
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@ http://www.webextractor.com/




Docume...

# Web Data Extractor Pro 4.2, Trial Version. You are on day 1 of your 15 day evaluation period.

3 E > 11 B

new session  edit session start pause stop

Fitter ||
Mz Title Started Paused Finished

(11 sm 1/3/2024 12:46:40 ... 1/3/2024 124925 ..
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WinHTTrack Website Copier - [srmuwhitt]

e Preferences Mirror Log  Window Help

‘i () Local Disk<C:>
,_,!, hadoop-3.2.4 - Mimaring Mode -
& | Intel _
|_|!| Java Enter address(es)in LURL bax
|_|!| PerflLogs .
|_|!| Program Files Action: IDﬂwnInad web site(s) j
& | Program Files (x86)
._|!| tmp VWeb Add - (URL) Add URL. ..
|_|!| Users www certfiedhacker com| ~
|_|!| Windows
- Project.log . N ;
s (D7) Local Disk=<D:»
m IF:) DVD RW Drive<Fi>
2 LIRL fst [ bt -
Freferences and mimor options: Set options... |
< Back Next > Cance | Help
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Member Sign-in
- Welcome to ReadNotify.com !
AYRENUR| IVENg FEN ) -

emall:
ReadNotify lets you know when emall
~~.~S‘ ! ! o ! o _3 you've sent getS read paSS‘-VOI'd.
Was your emall forwarded? m

Find out if your reader sent your email to Sign up now - Free!
someone else

Your existing email address:

gho yal " PJ'DE
Plugin

T' acking

N about Rea.dNotify ‘ business solutions ‘ member utilities
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HOME DOMAINS WEBSITES HOSTING CLOUD EMAIL SECURITY

*23.88 +1.88

BUY NOW

GET A DOMAIN NAME

With FREE Email. DNS. Theft Protection And | ots More
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CA\Windows\system32Zcmd.exe - nalookup

Copvuright (c) 2009 Microsoft Corporation. All rights reserved.
C:\Users\I1TI-MOOCA>nsloockup hackthissite.org
Server : agoogl g public—dns—a.google.com

Address: 8.8

Non—authoritative answer:
Name : hackthissite.org

Addresses: 2001 :41dB8:8:-ccd8:137:7

& -
2001 :41d0:8:ccd8:137:74:-1
2001 :41d0:8:ccd8:137:74:1
2001 :41dO9:8:ccd8:137: 74 :1
001 :41d60:8: C(d8:13/: 74 -1

2

1 L

137. 74 .
1 .24
1 74 |
1 74 .1

C:\Users\ITI-HOOCA>nslookup
Default Server: google—public
Address: 8.8.8.8

dns—a.google.com

> set tupe=NS

> hackthissite.org
Server: google—public
Address: 8.8.8.8

dns—a.google.com

Non—authoritative answer :

hackthissite.
hackthissite.
hackthissite.
hackthissite.
hackthissite.
> set tupe=MK

> hackthissite.org
le-public

Server : go0o0g
Address: 8.8.

Non—authorita
hackthissite.
hackthissite.
.com
hackthissite.
.com
hackthissite.

om
hackthissite.
om
hackthissite.
om
hackthissite.
om

>

ora
org
org
org
orak

8.8

tive
org
org
org
org
org
orga

org

nameserver
nameserver
nameserver
nameserver
nameserver

dns—a.google

answer -

HMX preference
M¥ preference

M¥ preference
HMX preference
MX preference
HMX preference

M¥ preference

.budduns .
.budduns.
-budduns .
s . budduns .
s _.budduns .

exchanger
exchanger

exchanger
exchanger
exchanger
exchanger

exchanger

aspmx. 1 . google.com
altl _aspmx.1.gocogle

alt?2 _aspmx.1 _google
aspmx2Z _.googlemail .c
aspmx3 _googlemail . c

aspmxé _googlemail.

aspmxo.goocglemail.
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Hacking Phases
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sdiscover live hosts, |P address, open ports

*Operating System

s Discover Vulnerabilities




Port scanning

= Scanning Network Services:

TCP Connect / Full Open Scan

Stealth Scan / Half -Open Scan
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Flag
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__FIN

RST

192.168.1.109:6783 Q3

.
c
Co
2 E
.
=
o w
C —
c o
o
-~
YU
W

TCP Connect / Full Open Scan |




Connection
establishment

TCP Connect / Full Open Scan

SYN (port 53)

Closed Port




Stealth Scan / Half -Open Scan

1IS2.168.1.109:6783
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FIN + URG + PUSH

192.168.1.109:6783 [

192.168.1.109:6783 9}

192.168.1.212:53

FIN + URG + PUSH




ymap Security
seanner
intro
Ref Guude
Install Gude
Download
Changelog
Book
Docs

security Lists
Nmap Announce
Nmap Dev
Bugtraq
Full Disclosure
Pen Test
Basacs

More

security Tools
Password audt
Soutlers

Port scanning

Nmap

. Advanced Privacy.
vumeo A Vimeo Feature cy

D

NMAP

Got Root? Mok

Now! Shhh! Don't tell everyone! Scanner

Intro Reference Guide Book Install Guide
m Changelog Zenmap GUI  Docs
—___ Bug Reports  OS Detection Propaganda  Related Projects
In the Movies In the News

Downloading Nmap

Nmap and Zenmap (the graplucal front end) are available i several versions and formats. Recent source releases and binary packages are descnbed below. Older

(and sometimes newer test releases) are avaalable from the dist darectory (and really old ones are m dist-old). For the more securnity-paranotd (smart) users, GPG «
stgnatures and SHA-1 hashes for each release are avalable m the sigs directory (venflication mstructions), Before downloading, be sure 1o read the relevant sectic

platform from the Nmap [nstall Guide. The most tmportamt clsanges (features, buglixes, etc) in each Nmap version are described in the Changelog. Using Nmap 1

the Reference Gande, and don’t forget 10 read the other available documentation, particularly the new book Nmap Network Scamung!

Nmap users are encouraged to subscribe to the Nmap-hackers mailing list. It is a low volume (7 posts 1n 2015), moderated list for the most important announceny

—3 PSSy

https://nmap.org/download.html (or subscribe with custom options from the Nmap-hackess list info page)

Nmap, [nsecure.org. and related projects. You can join the 128,953 current subscribers (as of September 2017) by submitting your email address here:
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L] Computer-based

Join more than 6 million Australians
shopping with PayPal.
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Access denied.

You do not have the permission to use this virtual machine and
perform any actions with it until you have the proper access
privileges.

¥ Help me solve the problem
Check this solution

ﬂ Access Privileges I
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User name
User groups
passwords

/| Reconnaissance

ZY Scznning |

l Enumeration I



Clearing Tracks | =) 1

| system Hacking | EETRREENG) ) scrnog|

l Enumeration [
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Gaining Access
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Identification and Authentication
Techniques

Passwords Biometric Tokens

Something you Something you Something you
KNOW ARE HAVE







Static passwords

: Dynamic passwords
Always remain the same

m change after a specified
Interval of time or use

Please enter the OTP(One Time Password)
sent to your registered mobile £:974xxxx5968
Ihes G =k expers in & mmnies

. how o ot v CT2 Pan 22 e




Hash Jilgd 41

a...

Storing passwords

vbdgg45s
vfde456h
65ttg545
ghfde789
bbgtr557
vcde431th
jtyhrtdO9S
gdery76u

bvf433de -

Password l

|




R ... Passwords Attacks |

Brute-force attack

Dictionary attack

Rainbow tables /
Pre-computation Brute force

Hybrid attack Alalidal) dana

Social Engineering
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Sebect New Pasimnd
TOw Bt st Ow it Ao whach pou mat 20 (Pange the paseword
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St w DT, ad then aber tha rew pateword.

W o 2w @ ol gokcy on the rptem that erf'arces passsond Bngeh or conglendty, T cew
pasmsecrd St comply wit, e pobcy

= Root or administrator should be changed regularly




JJJAJ‘MS)MS&‘}J‘

.-.— #hpet teh .

OGS U NSV s LUIMrN-~-B02TS 00
[ sevetrees [§ wes [l s [ i |7 owe [0 eeen [0 on [T == ]

Passwords Cracking Tools

[ I e TR L]

f Owie

AziS

14
stii3
!

= 0? FPALLTH VRIS
A4

‘ e Aol -~
‘ THIt 1L
]

3
THH

2L

. e l
o

Cain and Abel

28N Pt | S

e .‘=‘ﬂ
)

!
|

|
I Slat NN« b |
D Mred N® v b

R T
e S e Adad Y

Prse Smm MLmh NN 3 D
Bt e @las WS e .o

e kL TR
et ek AT

ROP—

- -

L .

e | )

John the Ripper




Az s Az pa

g



ala) 5 Jlsm

el g (e dpe Laia ) duigl)

awaill 1

ool 2

G be e 3

D J 0SS ACK Al
Juai¥l ey 1
iyl il 2



E

. Ll




https://www.grc.com/id/idserve.htm e

M2 rosoT?t Waind

Command Prompt

3 0 Serve

ID Serve

Beckguend  SeeverOweey | OLA/tep |

. Erter o copy / pacte an Yréwraet nevem LFL o I addezt Pere inancie wees mecrock cond
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7MAI7N 7 PLUGINS DOWNLOAD KNOWLEDGE BASE ORDER SUPPORT

Proxy Switcher - surf anonymously
change proxy settings on the fly

There are times when you have to cloak your true IP address. It might be that you want to remain anonymous when you visit a
particular website. Or your access to various social networking and entertainment sites has been blocked.

The solution is to use Proxy Switcher for all the anonymous browsing needs. It can be used to avoid all sorts of limitations imposed by
various sites. Be that a download site that limits amount of downloads. Or video site works only in a particular country - more often
than not it gets defeated by the anonymous browsing features Proxy Switcher provides.

On top of that, if you used to manually change proxy settings Proxy Switcher provides a way to change them much faster and easier.

DOWNLOAD|| PURCHASE




Text file in text file

Microsoft Windows [Uersion 6.1.7600]
Copyright (c) 2009 Microsoft Corporation Rll rights reserved

C:\Windows\system32>cd C:/Test

C:\Test>echo "Clear Content”™ > 1st.txt

C:\Test>echo "hiddent content”™ > 1st.txt:hidden. txt
C:\Test>dir

Uolume in drive C has no label.
Uolume Serial Number™ is 20D7-R27TF

Directory of C:\Test

10/27/2019 12:49 PM <DIR>
10/27/2019 12:49 PM <DIR> o
B10/27/2019 12:50 PM 18 1st.txt
1 File(s) 18 bytes
- 2 Dir(s) 10,772,221,952 bytes free
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