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Olad=xadl g5l SMaiil

13> U=all o Joloill .
sl diilwell go Joleil .
nano Jilwell go Joloil .

Oladxall oo .




<Desktop> ilxo JI Jla\J

$ cd Desktop

-

<Home> ixo (Jl 3392l

5 cd ..

Y



mkdir 5th sem
mkdir "5th sem"

S rmdir 5th
zall g3l> Ji]




332 (oo Ao elisi)

S cd "5th sem"

S touch Dana

Ailuadl 31> LS

/\
S echo "Hello Dana” [=)Dana

-

sl wle Jyasill LS

S echo "Lets have a great sem!"” (==)Dana

-

wadl dilwall g3 wgiSall jail yoys

Hello Dana
Lets have a great sem!

i)l Jiuall iz
S rm Dana

|




5th sem

Recent
Starred m
Home
Documents
Downloads
Open ~ " _:-e.l?:apr\.'-aitl'. em g :zr\;haiﬁo Dana" > Dana

$ echo "Lets have a great sem!" >> DanaD

vadll (e Jyasill §USU
wadl dilwall U3 wgiSall yaill yoys]

Dana < _ echo "Hello Dana" = Dana
I+ Desktop/5th sem ave echo "Lets have a great sem!" >> Dana

1 Hello Dana

Il
|

O
X

Open ~

lhello Dana
2 Lets have a great sem!




7th

dana@dana: ~/Desktop

S mv 6th 7th

$ cp -r 5th 7th
iome Desktop / 7th

: Q

* Starred Sth 6th

1]
<

70 Recent

7th

dana@dana: ~/Desktop

S mv 6th 7th

iome Desktop 7th

0 Recent .

% Starred 6th



nano Uliiiue duols 1697 o ST

: 5 sudo apt install nano
[sudo] password for dana:
Reading package lists... Done
Building dependency tree... Done

Reading state information... Done

nano is already the newest version (6.2-1).

nano set to manually installed.

0 upgraded, @ newly installed, ©® to remove and 89 not upgraded.

3> Nano dsway didlue clin)

L]

: 5 nano newfile.txt

eVl uady Jiiuell Bax) (y) By e bauall

+1 dana@dana: ~ Q = - u}

GNU nano 6.2 newfile.txt *

hello world
in linux world

Save modified buffer?
h| Ves
il No Cancel

1

GNU nano 6.2
hello world
in linux world

WY Write Out
Wil Read File

dana@dana: ~

@l Where Is
A

newfile.txt *

Replace

! Cut
a Paste

(x+Ctrl) (e bsuai diiuell Baxlg diuel (o GUSII o clgiiV] dsy

TS
W8 Justify




(Ctrl+k) bsusl diiwell o Jouw iz (Ctrl+w) 4US cliSay diilueadl (o dolS e Sl
(Ctrl+u) wglball 5Sall wlall 33lelg :Search dalS olol dolS)l LS af

dana@dana: ~

I+1 dana@dana: ~ C — O

GNU nano 6.2 newfile.txt *
hello world

in linux world

GNU nano 6.2 newfile.txt

hello world
in linux world
in windows virtual

in windows wvirtual

Wl Go To Line

Y Help W Write Out @ Where Is [N Cut Wil Execute g8 Location
Wi Read File @) Replace [l Paste W8 Justify [l Go To Line

MY Cancel kMM Reg.exp. @il Replace Wi Mewer



3oVl LS cliSoy Jzoll bsua)

- S Z1p -r compressl.zlp compress
: compress/ (stored 0%)
: compress/b (stored 0%)
: compress/a (stored 0%)
: compress/e (stored 0%)
: compress/d (stored 0%)
: compress/i (stored 0%)

: compress/c (stored 0%)
: compress/h (stored 0%)
: compress/f 0%)

compress compress1.zip




Linux 2 bl al
mkdir - Unzip <« Zip .
e el

Ctrl+x - Ctrl+o ¢ Ctrl+u <« CtrI+k.




\[#J\.AS

(Operating System) auwl Alxe (iduly wuiSell zlouw Alze JI Wil )
(Subject1) puwl ai Ao il T
: MWl gadl diitwell J3lay uiSI P
Cybersecurity is the practice of protecting systems, networks, and programs from digital attacks. These
cyberattacks are usually aimed at accessing, changing, or destroying sensitive information; extorting
money from users via ransomware; or interrupting normal business processes.
ol diluwall U315 d92g0ll jadl o)el .8
godl dilwall e awal .0

When it comes to learning about cybersecurity, it is important to use a credible and reliable source for

cyber security training.
(OS_compress) pul <1z WolS azall wosusl .1
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(Operating System) auwl Alxe (iduly wuiSell zlouw Alze JI Jail )
(Programming with py) puwl| =i wiSell abw e Jxo il T
(Networking assigment) auwl J= )3 Ao il ¥
wiSell 2w o Jol8JL 481> go (Operating System) (JI (Networking) Jxoll Jail .£
iSell abuw 4iléy ge (Operating System) JI (Programming with py) Jxall Jdil .0
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J15Laial) etc alaall axy claas e 4 ,3al) AoV aal aal Hdadl Jdall 138 s,
l paldd) Jandal) alas Lgaadiny Al JUsal) cilale o 3380 ALS 33 5a (etcetera

ol e sl L) Aas] (s C.&é}d\ sudoers ko s siay (JUA o e
REBL

Onald ULl laa a2y "shadow" s "passwd" clile e obiaf ¢ gaall Jaglosd &5 LS
Gty addie JS g pal) ClalS gy 340 claldad oL8 488 laa 9 Cua | inUX plai

tryhackme@linux2: /etc$ 1s

shadow passwd sudoers sudoers.d




A3l Glalsddl asl ((Variable)s el cibilull | 5Laial "vart oS ae <"var/" Jdall 2
o Ll g sl oty ) bl 5a% aladl) 138 o sy LiNUX a8 53 s sal) Fyua )

At cJUal) Jaws e alail) e Jass ) colipdail) o) coleadd) dad g jSie (S5 L3S
S s AV culal S ((var/log/) e Jaeeill ad cladail) g claadd) (e Jaad) cilile 4418
(4l Loy bl o) 8 (5l) ane padiieay 3 5 pally dasi 53 Y

tryhackme@linux2:/var$ ls

backups log opt tmp




V() oAl AUl aadtiid J el 28051 A g8 root/ Alssll G chome/ ) S e
paduaall (et N QA 58 138 O g 3 e CBAG Alaall 138 AT e (5] a

a3y 40a) () S anditiaall 138 o s akaiall (al 38V ) )3 5LEY1 jaas ST (<) Al
Ll 8 "home/root/" Jie Jily

root@linux2:~# 1s

myfile myfolder passwords.xlsx




owde tmp/ ddal) Medsa” 1 jLaial [inux Gl die adde  dall 230 4 j3a (Ll s
5SIA pe Jall 58 LS (455 5a 5l B V) Ll e gl 3L Y (A ULl g Al andiun
XY a_ﬂ_ajﬁ;.ac.umﬁ ¢ oSl Jaads sale) 3 jaan «dh alAll i gnaSl) Olea e 33 g gl
alaall s ) AU aadiie 5 (S 4l 4 pentesting o L Al aie g Lo aladl)
G AR s S iy () 65 Lgld AV ) J gea o) (e S O 2 gaag Ad iaay Lal
L Aaldl) slawdll (e gt Jia el

root@linux2: /tmp# ls

todelete trash.txt rubbish.bin
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S 0 sSa Cua )l a5 Led)la) o e g e Lol oy Al el all o 1 ilileal
60 i (PID) (oadd iy yai o8 ) Giaal) dlaall ) S (gl Alanl




Jie ddlcat¥) Cile glaall | oz g 40 slad)l cilleadl ald jud il o lldl pg ) aladiia) Wikay
. : U 9 4 . o= PS 23l e .
oA.ﬁ.u (a.u LSAM ‘ELAM JA‘)[\ j\ c.ab)ﬂ HYU L@-AM

:~%
TIME CMD

00:00:00 bash
00:00:00 ps
-~% ps

TIME CMD
00:00:00 bash

$




3\,3)@\Q\:\Lud\dpgd\&}\g&@@jtopéﬁqféﬂ\fy\ﬁ\;;J:\AAJ';‘)AT
ﬁmuﬁjcg\jﬁ\~d5uuha;‘2\o&@mwoh\joﬂ&ﬂ\wym&b&
Jsanll Al &) el ddlisdl Gogiuall () piuy a@_m“g\ ilia aladin) i Wyl Lgfhaas
top ¥l e s cldlail 4855 Hh e

op - 22:36:17 up 1 day, 6:32,
asks: 5 total, 1 running, _
fCpu(s): ©.8 us, 6.8 sy, 0.8 ni, 99.2 id, 0.8 wa,

8 stopped, @ zombie
8.8 h1, 0.8 s1, 0.0 st
348.9 buff/cache

1iB Mem : 12638.9 total, 122086.5 free, 83.6 used,
.1 avail Mem

1iB Swap: 4096.0 total, 4096.0 free, 8.8 used. 12306

PID USER PR NI VIRT RES SHR 5 %CPU %MEM TIME+ COFMAND

182 cmnatic
289 cmnatic




Lg i Al il HLaY) g sl e de sl de gane llia tchlleadl g ol HLE] Jlu ) SliSay
Kill el alasind WiSay cla el Cilayy 31 ill ddassd g0 dileadl ae Jalacil) "diUas" (saay apall,

Kill 1337 a2iiwin PID 1337 Jitl sl edlsy) 3 ey il 4 ddagi yall Aleal) PID

op - 22:36:17 up 1 day, ,
asks: 5 total, 1 running, 4 sl ing, 4 opped, @ zombie
fCpu(s): ©.8 us, 6.8 sy, 8.6 n1, 99.2 1d, ©@.@ wa, 0.0 hi, 0.8 s1, 6.0 st

1iB Mem : 12638.9 total, 122086.5 free, 83.6 used, 348.9 buff/cache
1iB Swap: 4096.0 total, 4096.0 free, 8.9 used. 12386.1 avail Mem

PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
1 root 16 S 5

188 root

181 root
182 cmnatic
289 cmnatic




Glalaad) pa elgiidl

/Var > TOP ¢ KILL < PTD.

/tmp 2 /root = /etc < /var
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el gllay sylylag

&) Fia gty 23S sl Al an 5 AW 8 el 25 (S

O S £.68 0o A leadl (8 aSaliBaa g S

e clga ida o leadl 8 aSaisas 5 S (5 siad

Alaall 48 al) ¢ Al o/ () At S 38N Moo Sl J&is (CPU) A0S sall dadlaal) 3as 5 o 8
|35 Ll (CPU) a8 el dallaad) 3an g Mol Sleall b aSaill saa 5 6

o) (3 5k e dlaall Cags

printer  monitor

NI

CPU

USB controller

graphics
adapter

memory

dakalis




yee )0 Jual

5ile Ll s sl 23Syl Aadlaad) 3an gl (Sar il 5l (il il 5 Jasé — (RAM) s 393 O

L‘_?_i\j.w.c d);.l -
sale Bﬁ\.lalo -

8 plaia ye (0 A0 Aa B S Aalies g8 Al Al 3 SIA alaial - (ROM) 681 ¢ 3adll [

Sl 3 g0 Gulalinag Blasa dbia Auala ) ) dinea 3Lkl — (HDD) 4dall o2l &Y QO
_— QLGM\&JM%&J\}GQ\M&!@L&&)Q\GL“@ -
_ SSD = HDD®)

oo sodhaie pe Ay daliall (al 8V (e g el — (SSD) Abal) Dad) yal B

! - 'Sw . s \ e
non-mechanical (flash) O : O mechanical (moving parts) — vy
shock-resistant O O fragile

Al ).\Si - j
H Q—\M&A
best for storing operating 4 best for storing extra data, e -
systems, gaming apps, and i K such as movies, photos, and

frequently used files B documents
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admitted

interrupt

I/O or event completion scheduEer diepeto I/O or event wait

dalaal) oL3) o4 NEew = &da

Glagdeill 245 24 :RUNNiNg = J3dil) 48

Lo iaa Gigan plaini leal) (Wait - JUaS
Flaall Lt jUasil 8 dleall ;Ready - R
2anl) (e Anleall gl Term - sl ol
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& Graph With A Deadlock. Two minimal cycles
2xist in the system:

P1—:r- Rl—} Pz—lr R;;—ir Pg—} Rz—ir P1
e Po— Ri— Py— Ry— P




Graph With A Cycle But No Deadlock

e Ph— Ri— Py—> R— P
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: S sudo adduser danaa
Adding user "danaa'
Adding new group danaa' (1001)
Adding new user danaa' (1001) with group "danaa’
Creating home directory fhome/danaa'’
Copying files from " /etc/skel'
password:

New password:
Retype new password:
passwd: password updated successfully
Changing the user information for danaa
Enter the new value, or press ENTER for the default
Full Name []: Dana Fawaz
Room Number []: 1
Work Phone []: 55555555555
Home Phone []:
Other []:
Is the information correct? [Y/n] vy




5 sudo su danaa
<

-y

SENEE]

- $ id

uid=1001(danaa) gid=1001(danaa) groups=1001(danaa)
- S groups

SENEE]

S exit

-

exit




: S sudo addgroup ne
Adding group ne' (GID 1002)
Done.

5 sudo usermod -aG ne danaa



S sudo usermod -aG sudo danaa
% sudo su danaa

: S sudo apt install
[sudo] password for danaa:
Reading package lists... Done
Building dependency tree... Done

Reading state information... Done
@ upgraded, © newly installed, @ to remove and 55 not upgraded.
: S sudo apt update
Hit:1 http://sa.archive.ubuntu.comfubuntu jammy InRelease
Get:2 http://sa.archive.ubuntu.com/ubuntu jammy-updates InRelease [119 kB]
Get:3 http://sa.archive.ubuntu.com/ubuntu jammy-backports InRelease [109 kB]
Get:4 http://sa.archive.ubuntu.com/ubuntu jammy-updates/main amd64 Packages [128
0 kB]
Get:5 http://security.ubuntu.com/ubuntu jammy-security InRelease [110 kB]




Laal) adidiuall (il ) Y]

New > Add ¢ Usermod <« Adduser

Y addin) addieal) (pe gz gAY aokaind

PVID Log out = Cd <« Exit
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