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Malware Attack
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Name

Description

Virus Attaches itself to a program and propagates copies of itself to other programs
Worm Program that propagates copies of itself to other computers
Logic bomb Triggers action when condition occurs

Trojan horse

Program that contains unexpected additional functionality

Backdoor (trapdoor)

IS a secret entry point into a program that allows someone that is aware of the backdoor
to gain access without going through the usual security access procedures.

Auto-rooter

Malicious hacker tools used to break into new machines remotely

Kit (virus generator)

Set of tools for generating new viruses automatically

Spammer programs

Used to send large volumes of unwanted e-mail

Flooders Used to attack networked computer systems with a large volume of traffic to carry
out a denial of service (DoS) attack

Keyloggers Captures keystrokes on a compromised system

Zombie Program activated on an infected machine that is activated to launch attacks on other
machines

Rootkit Set of hacker tools used after attacker has broken into a computer system and gained

root-level access 16
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Patch : fsal

Rollup  :(=sIAl

Update :cuaail)

Service Pack :4eaill 4o




Virus Scanning Software

¢ Secunty Expert

Real-time Spyware Protection & Help

Protect your computer from spyware and other grayware. These programs
are not always harmful, but may cause a security risk or undesired
behavior.

Note: Real-time Virus/Malware Protection must be turmed on for Real-time
Spyware Protection to operate.

[¥]Turn on real-time spyware protection
Grayware

Spyware

Adware

Dialers

Joke programs

Hack tools

Remote access tools

[¥] Password cracking applications
Others
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